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BIG-IP GUI

Local Traffic » Ciphers : Rules » New Cipher Rule...

General Properties

I Name

Description

Rule Creation

Cipher Suites |
-D; G_rou_ps_ ' --| ;25_6M_LKI_EM_76; —
sgnawreAgortms [ NG
AN
Rule Audit \\

Cryptographic Parameters

The following cipher suites, DH groups ature algorithms match:
Cipher Suites

DH Groups
[ SecP256r1MLKEM768 ]

» P256MLKEM768
Signature Algorithms
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General Properties

Local Traffic » Ciphers : Rules » New Cipher Rule...

I Name

Description

Rule Creation

Cipher Suites | |
DH Groups [ P384MLKEM1024 : ]
Signature Algorithms | \ |
\
Rule Audit \\\

Cryptographic Parameters

The following cipher suites, DH groups ature algorithms match:
Cipher Suites

DH Groups
[ SecP384r1MLKEM1024 ]

« P384MLKEM1024
Signature Algorithms

Local Traffic >> Ciphers >> Rules
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5 I A JU FCTLS 1.3 &DTLS 1.20\E%h(C

BIG-IP GUI: Client SSL Profiles%E

e TLS1.3/DTLS1.2: fEZ)
e TLS1.1: B%)

Enabled Options
Enabled Options Don't insert empty fragments
_|Dont insert empty fr nts “ No SSL
No TLSv13 e ===-" "
No DTLSv1.2 | 1INo TLSvV1.11
T IINo TLSv1 !
v b= —— !
Options List Available Options Options List
No SSL a Available Options
No DTLS
No session resumption on renegotiation . No DTLS “
No TLSv1.1 No TLSv1.3 .
No TLSv1.2 v No session resumption on renegotiation
No TLSv1.2
— — No TLS
v17.5MF J # )L MEETE
« TLS1.3/DTLS 1.2: B%h
. TLS1.1: EE%) v21.1DF T A )b NERTE
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W< DN DFREE/NFEIT I DEABAEOBNEE (F1D I N 908 TH D, SAEIREHZ 3R
H(CAE T DIZH(C(FRE TEIMESNILEAINRETT,

BEMEN TS TULRVWES ., SEBZOEFER (B MIMND. TS—MFRELPTIL
12D, B—EXOHRItEF 21U URDIC DN BDalgeENH D FT,

FsYU1—>3> « BIG-IPIFACMEV2ZH/R— NI B ET. T TEHIMESN/ZIEIREEHFT O Z1M
L/ia_o

ACMEV2ZfER 9 S & T\ BIG-IP> A5 AlJEEBAERGLE & Ei@E U, TLSAERE DU
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ACMEV2 (HTTP-01) COGEIAEZE BB ENM LD Y R—

BIG-IP GUII

E] System

Configuration

File Management

Disk Management
Software Management
License

Resource Provisioning
Platform

High Availability
Archives

Services

SSL Certificate List

Bundle Manager
Device Certificate List _ o o e o
Management E |
I ACME Provider List |

HSM Management —

~ Certificate Order
Manager List

OCSP

CRL

CRL Files

System >> Certificate Management >> Traffic Certificate
Management >> ACME Provider List
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v21.1 CIE’HTTP-01"DIHETE OIHE

r -

System » Certificate Management : Traffic Certificate Management : ACME Provider List »» New ACME Provider...

General Properties

l Name

I acme-provider-smallstep

Connection

Internal Proxy

CA Certificate

CRL File

O New Internal Proxy ® Internal Proxy List

acme-proxy v

DNS Resolver

| Proxy Server Pool | Route Domain

/Common/acme-resolver

/Common/0

Directory

l Directory URL

I https://smallstep.flabs.com:9000/acme/acme/directory

Account

I Account Key

Account Key Passphrase

External Account Binding Key

External Account Binding MAC
Key

External Account Binding
Algorithm

Contacts
Accept Terms and Conditions
Challenge Type

Create Account

[ acme-account-key ~ ]

I

HTTP-01 v

Cancel H Repeat H Finished ]
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E-A—TJO—JOXETEUTSelf-IPERFERAIBRER(E. ILl—FT 0 > JEmEnEE T
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WZEMNHDDET,

SNEBREFREZS OB CE, IL—F 1 2IFIRDIESHIC. TO-TDEETELTITSA
NR— N3Self-IP7 RL A%ZFEHIBICEN UIEUIEEEETY,

BXE(E. TO—TW)L—F 1 >0RY S — EEUI/RSNAT IPISIXESND C EHZREEU.
I —2 > 0BG SIRREE RN (ICEER I B A ERRDOTLET,

FsVU1—S,3>

BIG-IP(Z. in-TMMEZ4S —JO— J DiX{EtIPZSelf-IPESNAT IPOEI THI D& X oJge/x T
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MAC in-TMM Monitor

e EEKDMonitor: H—EXADEEZEULUTWD] C&%&H
« MAC in-TMM Monitor: [BIG-IPD/\orv &) — RICEMETE D] C &%l

L4/L7FE =% &EHTTP/TCP JAA&EHBL. bZTIL ITILAN)ILOTO—-THE
Frvo%kEiETEL. A )— -T2 0REEET S IAREEERMIBE(IC. H—EX
ANDFY T —27) A B CET. BRF—LAORRER b T> RIRA > EOIAREREE
SNERICT S v OR—ILA 7 —H%iE g A Mo’ OA

RETDIOEL
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in-TMM Monitor COMACH7R— b~

BAE TR

TMM (Traffic Management Microkerne) I T~ - 7 (CVLANBEBEZIREEL. MACLNJLT
DONIVAFTYOZBELUT /) —RO7OEYFT 4 =R T DEEAHANIRETT,

CDMEREN TR T NUIE, BIEE(IBIG-IPET—)ILA>)N— (J — REIOBEYRL 1 V7218{E%
HIRIDCENTEFEEHA

IREDARPT—T LT b U DIREEXOVLANDHEE ZHEER 9 ©757A T, BER. ZA)L—
TA 2D, TIZILERDIEMEMENE U SRIREEN B DT,

FsYU1—>3>

iN-TMMANJLZAEZASA T, ZA1T+4 TIBMACR—ZADN)LAFTvVvIOEHR—NUET,

CONIILAFTWOE, ARPUOTIAMZENUTT—ILAIN—DIPTZ RL A ZEFR U,
WL A7 2BEZARIELUE T,

NVAF T YOI TMACT RL ADSENERE (CRESNITH A>T (FIER L Hien.
ISENRWBEEEZSFEKMELTY—TENZETY,

VL%N b%ffx%ﬁ‘é LTWBCEZMER U, IFHEN DRITDARPT—J )L &#iF 9D 2 &NV a]EE(C
IrDET,

ZDNILRAF T Y IEFHA Groupd —)LICEBERATE ., aIAMS KU AFTLNTA -
AP LICEUE T .
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in-TMM Monitor COMACH 7RK— |5 : “ARP” Monitor

BIG-IP GUI

Local Traffic » Monitors » arp

¥+ + Properties Instances

Local Traffic » Monitors

1+ +~ Monitor List

General Properties

I* I[Search]
|¢| | & Name Name arp
o ap Partition / Path Common
gateway_icmp Type ARP
http
hitp2 Configuration: (Advanced v}
http2_head_f5 Interval 5 seconds
http_head_f5
Peat Up Interval Disabled
https
Time Until Up 0 seconds
https_443
https_head_f5 Timeout 16 seconds
icmp Manual Resume No
Transparent No
Local Traffic >> Monitors Alias Address * All Addresses
Adaptive Disabled
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BIG-IP GUI

Local Traffic » Profiles : Persistence

%+ + Services ~ | Content ~ | Persistence

Local Traffic » Profiles : Persistence » mcp

¥+ +  Properties

* |[search|
v/ 4 Name
cookie General Properties
i dest_addr Name mcp
hash
Partition / Path Common
i host
Ripbeiety Persistence Type MCP
L |
i.i msrdp
Configuration
¢ sip_info
i1 source_addr MCP Encryption Passphrase
wissl Override Connection Limit O
i universal

Local Traffic >> Profiles >> Persistence
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Create New Connectivity Profile

0 General Settings

=) . Compression Settings

‘& Network Access
© App Tunnel
‘& Citrix Client Settings

= 4 Desktop Client Settings

‘& OAuth Settings
‘& Server List
‘&% Location DNS List

= .y Mobile Client Settings

‘& Android Edge Client
‘% Android Edge Portal
& iOS Edge Client
% i0S Edge Portal
‘& F5 Access for Chrome OS

Profile Name*:

Parent Profile*:

FEC Profile :
None v

VPN Profile Type :
SSL v

IPsec

Description :

Partition :
Common

Select a value... v

Connectivity ProfilefER%HEF (C”VPN Profile
Type”A TS 3 >HNBNIE. ”IPsec”
or ”SSL" 7% &R B gE

Access >> Connectivity / VPN >> Connectivity >> Profiles @
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