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Shared Hidden

Platform

BIG-IP Virtual Machine (Z100)

BIG-IP 1600 (C102)

Recent

Reports

Hostname

Ll e et |

l_ip—10—1 -1-4.us-west-2.compu...

bigip.example.com

. Export & Log Search

E)/-u!-w

&

Version

16.1.2.1 Point Release 1 0.0.10

10.1.0 Final 3341.0

RA h&ZER

Serial no.

3167378

Generation Date

0 27.0¢t 2025 04:09.-0700

F5 Support Case (SR)

Description

support.gkview

Upload Date

27.0¢ct.2025 04:09 -0700
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QKView support.gkview

Generation Date [ Mon, 27 Oct 2025 02:46:31 -0700 F5 Support Case (SR) [none]

& QKView List
Hostname ip-10-1-1-4.us-west-2.compu... Platform BIG-IP Virtual Edition (Z100) Version - Edition 16.1.2.1 - Point Release 1
§ status Status
Overview Life Cycle Dates @
Hardware * Expired *
Jul 31 2025 Software End of Technical Support (EoTS)
Scftware Jul 31 2025 Software End of Attack Signature Development (EOASD)
High Availability Jul 31 2025 Software End of Software Development (EoSD)
Licensing
Diagnostics
Cloud
Results © 2 Critical @ 78 High (@ 75 Medium (1) 15 Low
Evaluation © Fix critical issues immediately!  €) Upgrade Options: 16.1.2.2 (hotfix) 16.1.6.1 (stability release) 17.5.1.3 (latest release)
3 Config Explorer Status + No new potential issues identified since last update.
Links PDF [ Csv
& Commands
Security Diagnostics
# Graphs Results © 2 Critical @ 10High @ 5Medium () 2Low
Status +" No new potential issues identified since last update.
“# Diagnostics
1T T T T =TT == File Quick Links
1 ~= Upgrade Advisor 1 =
1 Upload Date Oct 27 2025, 10:32:12 AM (GMT) BIG-IP conf
m = = = = = == Uploaded By t.tsuji@f5.com BIG-IP base
;R F5 Support Case (SR) [none] # LTM log
- Description support.gkview TMM log
-8 iApps GTM log
APM log
@ Log Search ASM log
ASM bd.log
« Security REST API log
System Configuration Totals
Hostname ip-10-1-1-4.us-west-2.compute.internal Virtuals
Time Zone America/Los_Angeles Nodes
Appliance S/N 3167378 Pools
Blade S/N [No data available] iRules
Status STANDALONE active for about 14 seconds SNATs
Uptime 5 minutes, 8 seconds NATs
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Load Average

4.07,1.98,0.79

Monitor Instances

/config/bigip.conf
/config/bigip_base.conf
/var/log/itm
/var/log/tmm
/var/log/gtm
/var/log/apm
/var/log/asm
/var/log/ts/bd.log
/var/log/restjavad.0.log
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& QKView List

§ status

"j." Config Explorer
& Commands

# Graphs

>4 Diagnostics

~= Upgrade Advisor
Severity

| Blocking (1)

I Critical (22)
Major (65)

I Minor (21)

I Cosmetic (1)

Downloads

PDF
csv

|V Files
75 iApps
& Log Search

.. Security

support.gkview

ip-10-1-1-4.us-west-2.compu...

Platform BIG-IP Virtual Edition (Z100)
| === ==
~= Upgrade Advisor - Please select your upgrade versipnliVa VA% k!

Generation Date [ Mon, 27 Oct 2025 02:46:31 -0700

Version - Edition

F5 Support Case (SR)

|
|
Target Version - 17.5.1.3 1 |
1 1
Modules included 1 1
1
L™ GTM ILX AFM FPS \iC : ASM AM CGN/
Upgrade Notes: 1 |
1 1
_ | 1
1 1
1 1
Details: Show All | 1
1 M
L ]
© Unable to upload files that contain a colon in 1
[ Details Bug ID I I Module
2137653 | ] TMOS
I i
£ High CPU utilization and slow SNMP respoils
© Details Bug ID 1 I Module
1006449 | | TMOS
&) SSL mirroring protect for null sessions 1
& Details Bug ID 1 Module
1009161 I LTM
1
& SSL mirroring protect for null sessions 1
) Details Bug ID ! Module
1009161 1 LTM
i
&) System might become unresponsive after Jp
4 Details Bug ID ! Module
1077789 1 TMOS
i
& "Error connecting to named socket" from zkd
1 Details Bug ID ! Module
1083405 1 LTM_DNS
B
|
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Bug Tracker / ID 2137653

=111 |
|
-

Bug ID 2137653: Unable to upload files that contain a colon in the filename
Last Modified: Oct 26, 2025

Affected Product(s):
BIG-IP LTM

Known Affected Versions:
15:1.10,15.1:10:2, 15:1:10:3;1511:10:4,°15:1.10:5,i15:1.10.6, 15:1.10.7,:15.1:10:8;:16:1:6,16:1!6:1,;:17:1:3,;17.5:1.3
Details: Show All

@ Unable to upload files that contain a colon in the filename

E Details 1'BugiD _| Opened: Oct 20, 2025
| 2137653

Severity: 1-Blocking

Symptoms

You are unable to upload files where the filename contains a colon.
The BIG-IP returns a 400 HTTP error with the following error message: "A valid filename must be supplied".
Bug D% J w4 ? ? "

Impact

Files that contain colons in the filename are unable to me uploaded.

Conditions

Trying to upload a file to the BIG-IP where the filename uses one or more colons.

Workaround

The only option is to use a filename that does not use a colon.
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 SeverityBBlCBugZU X M

§ status | :_Up_gra_de ﬂdviior;Pliase select your upgrade version: | 17.5.1.3 v ® ] I Submit l
| Target Version - 17.5.1.3

Modules included

¥ Config Explorer

@ Commands

LT™ GTM ILX AFM FPS VCMP PEM ASM AM CGNAT AVR APM
# Graphs

Upgrade Notes:

¥ Diagnostics

SeverityBg (C J )L B]8E

~= Upgrade Advisor
ey~ 7
I Blocking (1)
| @ critical (22)

|

1 |
1 |
1 Major (65) |
I |
1 |

Records Found: 110
Details: Show All

@ Unable to upload files that contain a colon in the filename

[ Details Bug ID Module Frequency ~= Upgrade Advisor
I Minor (21) 2137653 TMOS Low Target Version 17.5.1.3
Cosmetic (1)
il EESESSEESS. & High CPU utilization and slow SNMP response after upgrade
= Details Bug ID Module Frequency ~= Upgrade Advisor
Downloads 1006449 T™MOS High Target Version 17.5.1.3
PDF
& SSL mirroring protect for null sessions
csv & Details Bug ID Module Frequency “= Upgrade Advisor
1009161 L™ High Target Version 17.5.1.3
_ Files & SSL mirroring protect for null sessions
— & Details Bug ID Module Frequency ~= Upgrade Advisor
_w iApps 1009161 LT™M High Target Version 17.5.1.3
@& Log Search
@ sy 1 might b unresponsive after upgrading.
«. Security = Details Bug ID Module Frequency ~= Upgrade Advisor
1077789 TMOS High Target Version 17.5.1.3

& "Error connecting to named socket" from zrd

[ Details Bug ID Module Frequency “= Upgrade Advisor
1083405 LTM_DNS High Target Version 17.5.1.3

&) The BIG-IP system may not take a fail-safe action when the bigd daemon becomes unresponsive.

& Details Bug ID Module Frequency “= Upgrade Advisor
1091021 LT™ Rare Target Version 17.5.1.3

&} BGP4 SNMP traps are not working.

¥ Details Bug ID Module Frequency ~= Upgrade Advisor
1093717 TMOS High Target Version 17.5.1.3
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QKView support.gkview Generation Date () Mon, 27 Oct 2025 16:05:16 -0700 F5 Support Case (SR) [none]

¢ QKView List
Hostname Platform BIG-IP Virtual Edition - ESX (Z100) Version - Edition 14.1.5.2 - Point Release 2
§ status == Upgrade Advisor - Please select your upgrade version: |17.5.1.3 v

Target Version - 17.5.1.3
1" Config Explorer

Modules included
@ Commands

& Graphs [ T T S == -

Upgrade Notes:
¥ Diagnostics

= Upgrade Advisor Upgrade from 14.1.5.2 only supports 2 major versions forward. Recommend upgrade to 16.1.5, thento 17.1.1.4.

Severity e e e e
Blocking (0) Details: Show All

Critical (17)

Maijor (51)

&) High CPU utilization and slow SNMP response after upgrade

[ Details Bug ID Module Frequency
Minor (18) 1006449 TMOS High

Cosmetic (2) _
&} SSL mirroring protect for null sessions

[ Details Bug ID Module Frequency
Downloads 1009161 LTM High
PDF -
¢! System might become unresponsive after upgrading.
csv [ Details Bug ID Module Frequency
1077789 TMOS High
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Your software reached its EoTS: Starting on this date, F5 no longer provides technical support services, such as troubleshooting or configuration advice. For
software products, this date typically coincides with End of Software Development (EoSD). For service products,
Summary Built: Mon, 27 Oct 2025 04:29:51 -0700

. QKView generated: Mon, 27 Oct 2025 02:46:31 -0700
@ F5 iHealth Report Serial Number. 3167378
- Platform: Z100
Version: 16.1.2.1

ip-10-1-1-4.us-west-2.compute.internal

BLOCKING
2137653 Unable to upload files that contain a colon in the filename
) Target version
‘You are unable to upload files where the filename contains a colon 17.6.1.3
The BIG-IP returns a 400 HTTP error with the following error message: "A valid filename must be supplied”. o
CRITICAL
1006449 High CPU utilization and slow SNMP response after upgrade
Target version
After upgrading from a 13.1.x release to a later release (such as 15.1.x), BIG-IP CPU utilization increases and 47 £ 4 5
SNMP is slow to respond o
1009161 SSL mirroring protect for null sessions
= N Target version
Possible tmm crash during ssl handshake with connection mirroring enabled. 17513
DOW"'O&dS 1009161 SSL mirroring protect for null sesslons
Target version
1 M o e B, -I Possible tmm crash during ssl handshake with connection mirroring enabled. 17.6.1.3
1 PDF | 1077789 System might become unresponsive after upgrading.
e
1 | After upgrading, the system encounters numerous issues: (W Catezory |10 Solution  Module  Frequency Target Versi Known Affec Description Impact  Conditions Work ArouncHostname  Diagnostics QKView Ger Serial Numt Platform
You are
1 csv -- Memory exhaustion (very low MemAvailable) with no particular process consum unable to
— e —— l -- High CPU usage usually due to high kswapd or iowait activity upload
-- System is unresponsive, difficult to log in, slow to accept commands. files where
-- Provisioning is incomplete; there is a small amount of memory amount assigned the
filename
contains a
1083405 "Error connecting to named socket" from zrd o
After an mepd restart, zrd may not be able to re-establish a connection to named. blocking 2137653 https://cdn. TMOS Low 17513 15.1.10,15. ;:z;::; Files that cc Trying to up The only opip-10-1-1-4. Mon Oct 27 Mon Oct 27 3167378 2100

MNvarflog/gtm file or in the GUI with a message similar to the following

error with
T zrd[27809]: 01150306:3: Error connecting to named socket ‘Connection refuseq ::,Tow,ng
1150306:3: Error connecting to named socket ‘Connection timed ¢ fn’:;;agm
1091021 The BIG-IP syst not take a fail-safe action when the bl "A‘vahd
flename
must be
2 supplied'
Io the file
Jconfig/sn
mp/bigipTr
afficMgmt.c
- SNMP onf, add
client one line
repeatedly with the
polls BIG- following
IP for OIDs content:
in multiple
critical 1006449 https://cdn. TMOS High 17.5.1.3 13.1.0, 13.1 After upgrac SNMP queri tables over cacheObj ip-10-1-1-4.Mon Oct 27 Mon Oct 27 3167378 Z100
a short 16
period of
time. This could
be

Following  accomplish
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